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Connection Settings for VPN Server:

Connection Settings for VPM Server or VPM Bridge are defined as follows,
Double-click the item to connect to the server.

To add a new connection, click New Setting.

Setting Mame VPM Server Hostname  Operation Mode
Ed localhast (This server)  localhost Entire VPN Server
Mew Setting Edit Setting Delete Setting
| Connect
= Make a Certificate

==

About SoftEther WPM..

Smart Card Manager... Select Smart card...

Exit SoftEther VPN Server Manager

University of Tsukuba, lapan.

Click Connect

4% Login to localhost

1A

Enter your user name and password to log in to server localhost. Make sure
you select the correct auth type.

Enter User Info:
Auth Type:  Password for Administration Con
User Mame: | Administrator
Password: | sesssess|

| €&—

Cancel Connection

Key in Password and
click OK

Default is : superior




Server Manager

L 1] L 1]
@ Manage VPN Server “localhost
Virtual Hub Mame Status Type Users Groups Sessions MAC Tables IP Tables
ﬂ SuperiorHub Online Standalone V] 0 0 0 1]
€ >
Manage Virtual Hub | Online | Offline | | View Status | | Create a Virtual Hub | | Properties | | Delete |
Manageme isteners: VPM Server and Metwork Information and Settings:
Listener List (TLR/IP portl
| Encryption and Network | @ | Clustering Configuration |
rort el stou .
T TCP 443 Listening | View Server Status | 9 Clustering Status
o TCP 992 Listening ==
R TCP 1194 Listening g ) é Show List of
About this VPM Server "
fHTCPSsss | Listening S TCP/IP Connections
Stop {:@j} | Edit Config |
M| Local Bridge Setting | %| Layer 3 Switch Setting | | IPsec / L2TP Setting | ':-"m | OpenVPN / M5-55TP Setting |
m | Dynamic DNS Setting | VPN Azure Setting | VPN Gate Setting | | Refresh | | Exit |
Current DDMS Hostnanle: vpn388930615.softether.net

Click “Manage Virtual Hub”

irtual Hub - "SuperiorHub’

' Management

Virtual Hub 'SuperiorHub'

Current Status of this Virtual Hub:

C l ' k Management of Security Database: ltem Value
« ] _
Manage 8_:_) Fr—— | @ Virtual Hub Name E—
o Status Online
Use rs" Add, delete or edit user accounts. 31'3.1;,3 Standalone
& securemar Enabled
ﬁ_& | Manage Groups | o Sessions 1
@ Access Lists 0
Add, delete or edit groups. {3 Users 2
iE)Groups 0
o | Manage Access Lists | ; MAC Tables 1
Add or delete access lists (Packet filtering Refresh
rules).
Virtual Hub Settings: Cther Settings:
| Virtual Hub Properties | | B3 SR EEI | | Log File List
Configure this Hub. Configure settings of log saving function.
@ | Trusted CA Certificates | | Revoked Certs |

| Authentication Server Setting |

user authentication.

Use external RADIUS authentication server for

Manage trusted CA certificates.

b

| Manage Cascade Connections

Establish Cascade Connection to Hubs an
local ar remote VPM Servers.

Virtual MAT and Virtual DHCP,

VPM Sessions Management:

6 | Virtual NAT and Virtual DHCP Server (SecureMAT)

Secure MAT is available on this Virtual Hub. You can run

Manage Sessions

()
e |

|




& Virtual Hub "SuperiorHub™ has the following users.

User Mame Full Mame Group Mame Description Auth Method Mum Logins Last Login

gcj L L - L Password Authe.. 10 2019-12-31 (Tue) 15:..
g':j p - Password Authe.. 1 2019-12-31 (Tue) 15:.
£ >
| Mew ' | | Edit | | View User Info | | Remave | | Refresh | | Exit

Click New

Key in “User Name” and “Password”
Recommend Password : {fullname}{first 6 digit of ICH{.}
* Use complex password to increase security

& Create Ne

Security Policy

Note: | | | Password Authentication Settings:

j o1 G Ma % Password: | |
[Optionaly: Confirm Password: | |

|:| Set the Expiration Date for This Account

Individual Certificate Authentication Settings:

|DUD1;2020 | |12:DD:DD AM x | === The users using 'Individual Certificate Authentication’ will
—=| be allowed ar denied connection depending on whether
— the 551 dient certificate completely matches the certificate
AuthType: | (2) Anonymous Authentication that has been set for the user beforehand.
7\ Password Authentication
[Elindividual Certificate Authentication Specify Certificate View Certificate Create Certificate
[ Bsigned Certificate Authentication
3 RADIUS Authentication Signed Certificate Authentication Settings:
w38 NT Domain Authentication “erification of whether the client certificate is signed is
@ based on a certificate of a C& trusted by this Wirtual Hub,

RADIUS ar NT Domain Authentication Settings:

Limit C N {CN) Wal
Login attempts by password will be verified by the external (mitLommon Hame (L value

RADIUS server, Windows MT domain contraller, or Active Directony
cantraller.
Specify User Name on Authentication Server Limit Values of the Certificate Serial Number
User Mame on Authentication Server:
Mote: Enter hexadecimal walues. [Example: 01554ECDEF]

Hint: Define a user object with username '*' (asterisk) in arder to accept a login attempt of a user which
does not match any of registered explicit user objects. Such a special user will use the external QK
user-guthentication server to verify the login.




Security Policy
User Mame: |/

{:@j} |:| Set Security Policy Security Policy

Full Mame: | |

Mote: | | Password Authentication Settings:

[ % Password: | sesseene |
5 e  [ivmeee |
[Optionalx |

Confirm Passward: | TITITTITT]
|:| Set the Expiration Date for This Account

Individual Certificate Authentication Settings:

The users wsing ‘Individual Cerificate Authentication’ will
be allowed or denied connedction depending an whether
the 551 client certificate completely matches the certificate
an that has been set for the user beforehand,

|04_a'01;zozo | |12:oo:00 Ard = |
J
i

AuthType: | €2 Anonymous Authenti
'\ Password Authentica

[Elindividual Certificate/Authentication specify Certificate View Certificate Create Certificate

3 RADIUS Authenti Signed Certificate Authentication Settings:
w3 NT Domain Aut ication Werification of whether the client certificate is signed is
@ based on a certificate of a CA trusted by this Wirtual Hub.

Limit Common Mame [CN) Value
cantraller,
Specify User Name on Authenticgtion Server Limit Values of the Certificate Serial Mumber

User Mame on Authentication Servery
Mote: Enter hexadecimal values, [Example: 0155ABCDEF)

OK | | Cancel

L

_!Cﬁ Virtual Hub "SuperiorHub" has the following groups.

Group Mame Full Mame Description Mum Users
F Default 0

'T‘

—

|| Select Remove ‘ Refresh Member List

Select Default and click “Select”




& User Mame: |

Full Mame: |

Mote: |

[i“ﬁ Group Name | Default
o (Optionalk

|:| Set the Expiration Date for This Account

|D4_a'01_-"202[) | |12:DD:DD AM = |

|

Security Policy

{:@:} |:| Set Security Policy Security Policy

Password Authentication Settings:

% Password: | TIITTIYITY |

Confirm Password: | ..uuu| |

Individual Certificate Authentication Settings:

===\ The users using 'Individual Certificate Authentication’ will

AuthType: | €2 Anomymous Authentication
A Passward Authentication
[Elindividual Certificate Authertication
EF‘ Signed Certificate Authentication
Al rRADIUS Authentication
=38 NT Domain Authentication

RADIUS or MT Domain Authentication Settings:

cantraller,
Specify User Name on Authentication Server

User Mame on Authentication Server:

Login attermpts by password will be verified by the external
RADIUS server, Windows MT domain controller, or Sctive Directony

—=1| be allowed or denied connection depending on whether
the S50 client certificate completely matches the certificate
that has been set for the user beforehand.

Specify Certificate View Certificate Create Certificate

Signed Certificate Authentication Settings:

“erification of whether the client certificate iz signed is
@ based on a certificate of a CA trusted by this Wirtual Huh,

Limit Commaon Name [CN) Value

Limit Values of the Certificate Serial Number

Mote: Enter hexadecinal walues, [Example: 01554BC0EF]

OK | | Cancel

Click OK




